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Chapter

Organizational controls

Topic

Policies for information security

Control

Information security policy and topic-specific policies shall be defined, approved by
management, published, to and ackr by relevant personnel and
relevant interested parties, and reviewed at planned intervals and if significant changes occur.

Health-specific control ( iti )

The information security policy should describe the adjustment for information security
management and be approved by top management, then reviewed at least once a year and
thereafter each time a serious security event occurs.

Controlincluded?

Yes

A5.2

security roles and
responsibilities

Information security roles and responsibilities shall be defined and allocated according to the
organization needs.

Health-specific control ( iti )

At lanet nna narenn chauild ha racnancihla far i inn e it

A5.3

Organizational controls

A5.4

Py PR |

Segregation of duties

Conflicting duties and conflicting areas of responsibility shall be segregated.

Management shall require all personnel to apply information security in accordance with the
established information security policy, topic-specific policies and procedures of the
organization

A.5.5

Organizational controls

A.5.6

Organizational controls

Contact with authorities
Contact with special interest
groups

The organization shall establish and maintain contact with relevant authorities.
The organization shall establish and maintain contact with special interest groups or other
securitv forums and ort iati

A.5.7

o - T

Threati

Information relating to information security threats shall be collected and analysed to produce
threat i

A5.8

security in project

Information security shall be integrated into project management.

A5.9

Organizational controls

Inventory of information and other
associated assets

An inventory of information and other associated assets, including owners, shall be developed
and maintained.

Health-specific control ( iti )
Allinformation flows (both within and between organizations) and their interfaces (including

chaild b inalidad in tha

A.5.10

use of il ion and

other assets

Rules for the acceptable use and procedures for handling information and other associated
assets shall be identified. documented and implemented.

A5.11

Organizational controls

Return of assets

Personnel and other interested parties as appropriate shall return all the organization’s assets
in their possession upon change or termination of their employment, contract or agreement.

Health-specific control ( iti )
Policies should be in place that require individuals to certify in writing that all assets in their
possession in all formats have been safely returned or disposed of, if applicable.

A.5.12

Cl ification of information

Information shall be classified according to the information security needs of the organization
based on confi , integrity, and relevant i

d party requi its.

Health-specific control ( iti )
Personal health information should be uniformly classified as confidential.

A.5.13

Organizational controls

Labelling of information

An appropriate set of procedures for information labelling shall be developed and
implemented in accordance with the information clas sification scheme adopted by the
organization

A.5.14

transfer

Information transfer rules, procedures, or agreements shall be in place for all types of transfer
facilities within the organization and between the organization and other parties.

Health-specific control ( iti )
Before any transfer takes place, rules, procedures and agreements must be in place.
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Chapter

Organizational controls

Topic

Access control

Control Controlincluded?

Rules to control physical and logical access to information and other associated assets shall Yes
be established and implemented based on busi ness and information security requirements.

Health-specific control ( iti )
Role-based access security policies should be in place for access to personal health
information.

A.5.16

Organizational controls

Identity management

The full life cycle of identities shall be managed.

Health-specific control ( iti )
Users seeking access to personal health information and other confidential information must

he farmally

A.5.17

information

Allocation and management of authentication information shall be controlled by a
management process, including advising personnel on appropriate handling of authentication
information.

A.5.18

Organizational controls

Access rights

Access rights to information and other associated assets shall be provisioned, reviewed,
modified and removed in accordance with the organization’s topic-specific policy on and rules
for access control.

A.5.19

security in supplier
relationships

Processes and procedures shall be defined and implemented to manage the information
security risks associated with the use of supplier’s products or services.

Health-specific control ( iti )
The risks associated with access by outside parties to systems or the data they contain should
be assessed and control measures appropriate to the identified risk should be implemented.

A.5.20

ing information security
within supplier agreements

Relevant information security requirements shall be established and agreed with each supplier
based on the type of supplier relationship.

A.5.21

information security in
the information and
communication technology (ICT)

Processes and procedures shall be defined and implemented to manage the information
security risks associated with the ICT products and services supply chain.

A.5.22

sunnly chain

review and change
of supplier services

The organization shall regularly monitor, review, evaluate and manage change in supplier
information security practices and service delivery.

A.5.23

security for use of
cloud services

Processes for acquisition, use, management and exit from cloud services shall be established
in accordance with the organization’s information security requirements.

A.5.24

security incident
management planning and

The organization shall plan and prepare for managing information secu rity incidents by
defining, establishing and communicating information security incident management
. roles and ibiliti

A.5.25

and isionon
information securitv events

shall assess information security events and decide if they are to be
categorized as information security i

A.5.26

toi ion security

Information security incidents shall be responded to in accordance with the documented

or

A.5.27

Organizational controls

Learning from information security

Knowledge gained from information security incidents shall be used to strengthen and improve
the information securitv controls.

A.5.28

Organizati trol

C ion of

The organization shall establish and implement procedures for the iden tification, collection,
acquisition and preservation of evidence related to information security events.

A.5.29

security during

The organization shall plan how to maintain information security at an appropriate level during

disruption.

A.5.30

IcT i for

ICT readiness shall be planned, implemented, maintained and tested based on business
continuity obi and ICT continuitv. i 1ts.

A.5.31

Legal, Y, regt y and

Legal, statutory, regulatory and contractual requirements relevant to information security and

the or i pp!
kent un to date.

to meet these requirements shall be identified, documented and

A.5.32

property rights

The organization shall implement appropriate procedures to protect intellectual property
rights.

A.5.33

of records

Records shall be protected from loss, destruction, falsification, unauthorized access and
unauthorized release.

A.5.34

Organizational controls

Privacy and p ion of
identifiable information (PIl)

The or ization shall identify and meet the requirements regarding the preservation of privacy
and protection of Pll according to applicable laws and regulations and contractual
reauirements.

A.5.35

review of information
security

The organization’s approach to managing information security and its implementation
including people, processes and technologies shall be reviewed independently at planned
intervals. or when si. changes occur.

A.5.36

Ci i with policies, rules
and standards for information
securitv.

Compliance with the organization’s information security policy, topic-specific policies, rules
and standards shall be regularly reviewed.

A.5.37

D

Operating procedures for information processing facilities shall be documented and made
ilable to personnel who need them.

A.5.38

Organizational controls

HLT - Analyse en ificatie van
informatiebeveili|

Health-specific control (
Information security-related requirements should be included in requirements for new

information svstems or ent 1ts to existing information svstems.
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Nr. Chapter Topic Control Controlincluded?
A.5.39 |Organizational controls HLT - Zorgontvangers op unieke Health-specific control ( iti ) No
wijze identificeren Policies and processes must ensure that each care recipient can be uniquely identified within
the system and must be able to merge duplicate or multiple records if there are duplicate or
muiltinle recards far the same rara racinient
A.5.40 |Organizational controls HLT - Validatie van Health-specific control ( iti )
getoonde/geprinte gegevens If data are displayed and/or printed by health information systems, the data must include
information that i the care recinient to whom the data relates
A.5.41 |Organizational controls HLT- 0 Health-specific control ( iti )
gezondheidsinformatie Publicly available health information should be protected, preserved and managed throughout
its life cvele
A.5.42 |Organizational controls HLT - Communicatie in Health-specific control ( iti )
noodsituaties Emergency communication channels within a healthcare organization that kick in when there
is a stroing in the continuity of the organization's ICT must be planned, implemented,
i and tastad
A.5.43 |Organizational controls HLT - Incidenten extern melden Zorgspecifieke beheersmaatregel (aanvullend)
Information security incidents must be reported according to legal or contractual obligations
or igations under laws and regulations.

A6.1 People controls Screening Background verification checks on all candidates to become personnel shall be carried out
prior to joining the organization and on an ongoing basis taking into consideration applicable
laws, regulations and ethics and be proportional to the business requirements, the
classification of the information to be accessed and the perceived risks.

A6.2 People controls Terms and conditions of The 1t contractual agl 1ts shall state the personnel’s and the organization’s

employment responsibilities for information security.
Health-specific control ( iti )
Job descriptions should specify security roles and responsibilities that apply to processing
norennal haolth ;.

A6.3 People controls Information security awareness, |Personnel of the organization and relevant interested parties shall receive appropriate

education and training information security awareness, education and training and regular updates of the
organization's information security policy, topic-specific policies and procedures, as relevant
for their inh fnctinn

A.6.4 |People controls Disciplinary process A disciplinary process shall be formalized and communicated to take actions against
personnel and other relevant interested parties who have committed an information security
nolicv violation,

A6.5 People controls after ter Information security responsibilities and duties that remain valid after termination or change

or change of of 1t shall be defined, enforced and communicated to relevant personnel and other
interested parties.

A.6.6 People controls Confi iality or Confi iality or non-di agreements the organ ization’s needs for the

agreements protection of information shall be identified, documented, regularly reviewed and signed by
personnel and other relevant interested parties.
Health-specific control ( iti )
All personnel authorized to access personal health information should be formally required to

A6.7 People controls Remote working Security measures shall be implemented when personnel are working remotely to protect
information accessed, processed or stored outside the organization’s premises.

A.6.8 |People controls Information security event The organization shall provide a mechanism for personnel to report observed or suspected

reporting information security events through appropriate channels in a timely manner.

A6.9 People controls Information security event Health-sp control ( iti )

reporting The organization's management should receive appropriate training as relevant to their roles
and responsibilities regarding information security and how it is managed.

A7 Physical controls Physical security perimeters Security perimeters shall be defined and used to protect areas that contain information and
other i assets.

A.7.2 |Physical controls Physical entry Secure areas shall be protected by appropriate entry controls and access points.

A7.3 Physical controls Securing offices, rooms and Physical security for offices, rooms and facilities shall be designed and implemented.

A.7.4 _|Physical controls Physical security monitoring Premises shall be continuously monitored for unauthorized physical access.

A7.5 Physical controls Protecting against physical and Protection against physical and environmental threats, such as natural disasters and other

environmental threats intentional or unintentional physical threats to infrastructure shall be designed and
implemented.

A.7.6 _|Physical controls Working in secure areas Security measures for working in secure areas shall be designed and implemented.

A7.7 Physical controls Clear desk and clear screen Clear desk rules for papers and removable storage media and clear screen rules for
information ing facilities shall be defined and appropriatelv d.

A.7.8 Physical controls Equipment siting and protection Equipment shall be sited securely and protected.

A.7.9 |Physical controls Security of assets off-premises Off-site assets shall be protected.
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Nr. Chapter Topic Control Controlincluded?
A.7.10 |Physical controls Storage media Storage media shall be managed through their life cycle of acquisition, use, transportation and Yes
disposal in accordance with the organization’s classification scheme and handling
requirements.
Health-specific control ( iti )
All personal health information stored on removable media should be encrypted.
A.7.11 |Physical controls Supporting uti Information processing facilities shall be protected from power failures and other disruptions
caused by failures in subporting utilities.
A.7.12 |Physical controls Cabling security Cables carrying power, data or supporting information services shall be protected from
intercention. interference or damage.
A.7.13 |Physical controls Equipment maintenance Equipment shall be maintained correctly to ensure integrity and confi iality of
information.
A.7.14 |Physical controls Secure disposal or re-use of Items of equipment containing storage media shall be verified to en sure that any sensitive
equipment data and licensed software has been removed or securely overwritten prior to disposal or re-
use
A8.1 Technological controls User endpoint devices Information stored on, processed by or accessible via user end point devices shall be
protected.
A.8.2 |Technological controls Privileged access rights The allocation and use of privileged access rights shall be restricted and managed.
A.8.3 |Technological controls Information access restri Access to information and other associated assets shall be restricted in accordance with the
topic-specific policv on access control.
A.8.4 |Technological controls Access to source code Read and write access to source code, development tools and software libraries shall be
approoriatelv r
A.8.5 |Technological controls Secure authentication Secure authentication technologies and procedures shall be implemented based on
information access restrictions and the topic-specific policy on access control.
Health-specific control ( iti )
At a minimum, two-factor authentication must be used for systems that process personal
hontsh -
A.8.6 |Technological controls Capacity management The use of resources shall be monitored and adjusted in line with current and expected
capacity i its.
A.8.7 |Technological controls Protection against malware Protection against malware shall be implemented and supported by appropriate user
A.8.8 |Technological controls Management of technical Information about technical vulnerabilities of information systems in use shall be obtained,
vulnerabil the organization’s exposure to such vulnerabilities shall be evaluated and appropriate
shall he taken
A.8.9 |Technological controls C Confi; ions, including security configurations, of hardware, software, services and
networks shall be established, documented, implemented, monitored and reviewed.
A.8.10 |Technological controls Information deletion Information stored in information systems, devices or in any other storage media shall be
deleted when no longer reauired.
A.8.11 |Technological controls Data masking Data masking shall be used in accordance with the organization’s topic-specific policy on
access control and other related topic-specific policies, and business requirements, taking
i into i ion.
A.8.12 [Technological controls Data leakage prevention Data leakage prevention measures shall be applied to systems, net works and any other
devices that process. store or transmit sensitive information.
A.8.13 [Technological controls Information backup Backup copies of information, software and systems shall be maintained and regularly tested
in accordance with the agreed topic-specific policy on backup.
Health-specific control ( iti )
Backups of personal health information should be encrypted.
A.8.14 |Technological controls Redundancy of information Information processing facilities shall be implemented with redundancy sufficient to meet
facilities availability requirements.
A.8.15 |Technological controls Logging Logs that record activities, exceptions, faults and other relevant events shall be produced,
stored. and analvsed.
A.8.16 |Technological controls Networks, systems and applications shall be monitored for anomalous behaviour and
appropriate actions taken to evaluate potential infor mation securitv i
A.8.17 |Technological controls Clock synchronization The clocks of information processing systems used by the organization shall be synchronized
to approved time sources.
A.8.18 |Technological controls Use of privileged utility programs | The use of utility programs that can be capable of overriding system and application controls
shall be and tightlv controlled.
A.8.19 |Technological controls Installation of software on Procedures and measures shall be implemented to securely manage software installation on
i operational svstems.
A.8.20 |Technological controls Networks security Networks and network devices shall be secured, managed and controlled to protect
information in svstems and i
A.8.21 |Technological controls Security of network services Security mechanisms, service levels and service requirements of network services shall be
identified. implemented and monitored.
A.8.22 |Technological controls Segregation in networks Groups of information services, users and information systems shall be segregated in the
networks.
A.8.23 |Technological controls Web filtering Access to external websites shall be managed to reduce exposure to malicious content.
A.8.24 |Technological controls Use of cryptography Rules for the effective use of cryptography, including cryptographic key management, shall be
defined and implemented.
A.8.25 |Technological controls Secure development lifecycle Rules for the secure development of software and systems shall be established and applied.
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Chapter

Technological controls

Topic

security requil

Control Controlincluded?

Information security requirements shall be identified, specified and approved when developing|
or acauiring i
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A.8.27 |Technological controls Secure system architecture and Principles for engineering secure systems shall be established, docu mented, maintained and
i i inci applied to anv information svstem d 1t activiti
A.8.28 |Technological controls Secure coding Secure coding principles shall be applied to software it
A.8.29 |Technological controls Security testing in development Security testing processes shall be defined and implemented in the development life cycle.
and
A.8.30 |Technological controls o] The or ization shall direct, monitor and review the activities related to outsourced system
develobment.
A.8.31 |Technological controls of test P 1t, testing and production environments shall be separated and secured.
and production environments
A.8.32 |Technological controls Change management Changes to information processing facilities and information systems shall be subject to
change management
A.8.33 controls Test information Test information shall be appropriately selected, protected and r
A.8.34 |Technological controls ion of i Audit tests and other assurance activities involving assessment of op erational systems shall
during audit testing be planned and agreed between the tester and appropriate management.
A.8.35 |Technological controls HLT - Zero trust: Health-specific control ( iti )

Groups of information services, users and information systems assigned to a network segment
should be kept as small as possible and should have access to another network segment only
after the two segments involved have authenticated each other.
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